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[MporpammHoe obecneyeHne n obopyaoBaHume

PeweHuna no UT-uHppactpyktype n Ub

NT-ayTCcOpCUHT

(O6cnykmBaHMe MHGOPMALIMOHHBIX CUCTEM)
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[IporpaMMHoe obecneyenune (10)

=  KOHCYNbTauum (KOHCANTUHI) rno Bbl6OpY nporpamMm nuueH3nposaHus MO
= OpraHu3aums npouecca yrnpaBieHus 1 3aKynku nmueH3nm (SAM)

= MOCTaBKa M NNMLEH3UPOBAHNE NPOrPaMMHOro obecnevyeHus
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ObopynoBaHue: cepBepbl, CUCTEMbl XPAHEHUS, CUCTEMbI NeYaTH, HOYTOYKM U MK

= KOHCYNbTalLuKn Mo BbI6OPY annapaTHbIX peLleHni
= MOCTaBKa KOMMbOTEPHOrO 060py10BaHMS, annapaTHbIX CPeacTs, ocmcHOro o6opyaoBaHUs
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[1poeKTbl N ycnyru

YeTbipe oTaena

CeTteBov oTaen
pykoBoauTens [lenakos A.l1.

OTaen CUCTEMHOW MHTErpaLumm
pykosoauTens Cabutos T.

CepBUCHbIM OTAEN
pykoBoauTenb YMaHues H.

OTtaen NpuknagHbIX peLleHnm
pykoBoauTens Jlykaluos I.
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CeTeBol oTaen. HanpaBneHUA AeATE/IbHOCTU

JIoKanbHblE€ BbIYNCIIUTESbHbIE CETU
Cucrtembl pmsnyeckon 6e30nacHOCTH
C/CTEMbl FAPAHTUPOBAHHOIO 3/1EKTPOCHAbXEHUS

NH)XeHepHas HPPACTPYKTypa LeHTpoB 06paboTKn AaHHbIX

npOMbII.IJJ'IeHHbIe CETU N CNCTEMDbI CBA3U
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OTaen cMCTEMHOM MHTErpaumm

= ba3soBaa UT-uHPppacTpykrypa = O6beaMHEHHbIE KOMMYHUKALUK
C!‘Iy)K6bI KaTa/z10roe U CMexHble CepPBUCHI
MouToBble cucTeMb * UHdopmaumnoHHaa 6e3onacHOCTb
Cuctembl XxpaHeHuUA VPN, MCQ, IPS/IDS
MOHUTOPUHT, UHBEHTapM3aUUA N ynpasaeHun KoHTponb ceTeBoro focTyna

Koppensuus cobbitum
MHorodgaktopHas ayteHTUdmKaLuuns
[MpeooTBpalleHne yTeyek

" Buptyanusauus AHTUBMPYCHas 6e30MacHOCTb
CepBepHas BUpTyanunsauma LLUngppoBaHue
BupTyanusaumsa paboumx mect 3awmTa nepcoHarnbHbIX AaHHbIX
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CepBuC U ayTCOPCUHT. HanpaBneHus obcnyKnsaHms

NT-nHPpaCTpYyKTYypa
CeTn N cuctembl CBA3U
Cuctembl dnsnyeckom 6e3onacHoOCTU

NH)KeHepHasa MHPPACTPYKTYpa
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OprcTpyKTypa

CepBUCHbIU OTAEN

— Cnyxba cepsuc-geckK
— WH»eHepbl no AT-TexHONOrMAm

npOEKTHbIe noagpasgeneHumAa
— CeTeBou oTaen
— OT1aen cMCcTeEMHOW MHTeErpaumm
— OTaen NpUKNaaHbIX peleHnmn

NoapAapunku
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CepBUCHOe nogpasaeneHue

DD (10+8)

OT Manoro ousHeca
(~30 coTpyagHmMKOB)

OT CEpPBEPHOU
KOMHaThI

2016 «[MonunkoM Mpo» — pOCCUMCKMIA CUCTEMHbIN MHTErpaTop,
pa3paboTunK paLMOHabHBIX M yrpaBisieMblX MHPOPMALMOHHbBIX CUCTEM

®@®» 18 coTpyaHuKoB > 20 NOCTOAHHbIX AOTOBOPOB

( anarca 5 n 6onee ner)

00 KPYMHbIX OpraHu3aumn
(~1000 coTpyagHWMKOB)

N AA0OM 1120
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ObcnyxnaHue UT-nHpacTpyKTyp B Undppax

88 ¢du3nyecknx cepsepos
155 BuUpTyanbHbIX CEPBEPOB
2510 nonb3oBaTeneu

209 eauHWL, KOMMYHUKALMOHHOIO 060pyaoBaHMS
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O6cny*knuBaHue cuctem 6€30MacHOCTU N UHXKEHEPHON MHPpACcTPYyKTypbl LIOA

Yro 06CnyKmnBaem

« KomnnekcHble cnctemMsl 6esonacHoctn (Bugeo, CKYL, Ol1C)
* Cuctembl noxapHon 6esonacHoctu (MNC, AYTIT)

« CucTtembl rapaHTUpoBaHHOro anekTpocHabxeHus (UBI1, OI'Y)
« Knumartndeckue cmctembl (MpeUn3noHHble KOHONLMOHEPSI,

4Yunnepsbl, AbiIMoydaneHue)

2016 «MonukoM MNpo» — POCCUINCKUIA CUCTEMHbIN UHTErpaTop, MO AA=<0OM =20

pa3paboTunK paLMOHabHBIX M yrpaBisieMblX MHPOPMALMOHHbBIX CUCTEM



ObcnyXnBaHMe NHXKEHEPHON MHPPACTPYKTYPbI B Lndppax

dHepreTuyecKkoe obopygosaHue

46 NBI1 obwen mowHocTbo bonee 2,2 MBA
5 ArY obwen mowHocTbio 1,8 MBA

KammaTtuka

18 Npeumn3noHHbIX KOHONLMOHEPOB 0bLLEN
xonogonponssoanTternbHocTeio > 400 kBT

12 ynnnepos obLen xonogonpon3soanTensHOCTb0 > 150 kBT

349 cnnuTt-cuctem
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[MpuKknagHble
peLleHunA

ABTOMaTM3aumMsa bU3Hec-npoL,eccos

[TopTanbl U CUCTEMbI TPYNNOBOM PaboThI

3aKa3Hble pa3paboTku
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[1naTdopMbl aBTOMATM3aLMN

Microsoft Sharepoint (2013, 2010)
C3[] Directum

1C-butpukc

Java nnatgopmbl
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Hauyano OKoOHYaHWeMa foKnapga

09:30 10:00 Pernctpaums y4acTHUKOB
BctTynutenbHoe CcnosBo
10:00 10:20
KoHcTtaHTuH HukntuH, «lMonukom MNpoy
LleneBble ammmadk mMN1u peanbHOCTHDLb
10:20 10:50
Cepren bynoswny, «JlabopaTtopum Kacnepckoro»
3awmTta OT UeneHan p-akmagpersky Anti Taxgetedk Attack
(KATA):
10:50 11:40 - B YEM ONACHOCTb LeneHanpaBrieHHbIX aTak
- cnocobbl OBHapyXeHUs 1 ycTpaHeHus
Butanuin Keutko, «lMonukom Mpo»
11:40 12:10 Kod@6épeik
Mpumepbl peaKaspeashwAnti Targeted Attack (KATA)
12:10 12:30

Huknta YmaHues, «llonukom Mpo»

Ay aont-mMBpacTpyKTypb KakK MUHCTPYMEHT C
M pas3BUTUNA:
- KOrga v 3a4eM NPOBOAAT ayanT
12:30 13:00 - 4YTO NPOBEPSTb C TOUKN 3peHnst 6e3onacHoCcTH
- 4TO sIBNsIeTCH pe3ynbTaTtoM ayauTa
- 9KCnepTHbIE cepBuChl «JlabopaTopus Kacnepckoro»

KoHcTaHTUH HukntuH, «MNonukom Mpo»

3aKknwuynTtTenbHOe C/AOBO, BPyYeHUe NPU3C
13:00 13:30

KoHcTtaHTvH HukntuH, Uropb Kowman
13:30 14:30 KoHcynbTauunmn, OTBEeTb Ha BOMNPOCH
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KkcnepTtunsa

Kno@pdenBwnacHOCTMWN
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CepBwucH®H
yr posax

QKCcCnepTHEBbIE

MHMPOPMUMPOBAHMUS

006

CepBuCbH

TecTupoBaHue Ha NPOHNKHOBEHNE

AHanus 3awmueHHOCTN NPUIoXeHUn

PaccrnepnosaHve MHUUMAEHTOB U aHanms

BpegoHocHoro 10
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