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Systeme Platform - yHnBepcanbHas oteyectBeHHas SCADA-
cucTema @ Systéme
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@ Systéme
softt
LleHTp MIHHOBauwmin Systeme Electric
033 VIHHonoawuc r. Ka3aHb

Hawa cneunanusauymvs - paspaborTka n aygur:

1O n moaynen C OTKPbITbIM KOZAOM,;

yjiin |1

[ ]

e brbnnortek TMNOBbLIX 06BEKTOB aBTOMATU3ALINN; | :
o  DYHKUMOHANbHBIX N aHANUTUYECKUX MOAY/eN; :::::;: LgE R
e Mogynen nuterpaymn n gpansepoB 060pyL0BaHNS; RTIC :
o O6na4yHbIX peLueHn. A B

A TaKoKe:

e KoOMMNnekcHble MPOEKThbl U TEXMOALEPXKKA
e TecTMpoOBaHMe peLLeHNi Ha Knbepbe3onacHoOCTb

KoHdumaeHumanbHas cobcTBeHHOCTb Cructam CodT | CTp 3
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KomMnaeKkcHbI NoAXOA K UdpoBU3aL iy

Mpuno>xeHusa n
cepBUCHI

Cé6op n
o6pa6oTka
AAHHbIX

]
=
O
o
I
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©
=
o
m
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O
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O
S
X

@ SystemeTwin

Co3gaHve undpoBbIX
ABoriHukoBs LIOJ, cnctem
3N1eKTPOCHabXeH s 1
TensiocHabxeHus,
BO/JIOCHabXeHus

N

@ Systeme Mes

ﬂpOFpaMMHble KOMIMeKCbl
ANA ynpaBneHns
npon3BoACTBOM ANA
CermMeHTOB NMPOMBbILLNTIEHHOCTN

3anyck Q3'23

@ SystemeMaintenance

ﬂpOFpaMMHble KOMIMaeKkcbl N4

E ; ynpaBfeHus skcnyaTaumen,
pemMoHTamu, 0bcnyxxnsaHnem u

akTuBamu (TOuP, EAM, CMMS, CAFM) ana

cerMeHToB npomMsbitieHHocT 1 LIO

@ SystemeAdvisors

|_|pI/II'IO)KeHI/IF| N CeEPBUCbI Ha UX

f ; 6ase Ana NpesnKTUBHOWN

AHaJINTVKN OTBETCTBEHHbLIX Y3/10B
narperatoB

3anyck Q3’23

Systeme Analytics

MHCprMEHTbI BU3yannsaunm AaHHbIX 414 CETMEHTOB: CBOAHbIE Ta6}'IVILI,bI, ﬂ,aLIJ60p,£I,bI n Fpa(bVIKI/I ncropmyecknx
AdHHbIX, aHAaNNTNKa aBapI/II?I 1 COBbLITUIA, cneymann3npoBaHHbIe OTYEThbI

JoctynHo

@ SystemePlatform

JoctynHo

YHUPUUMpPOBaHHOE SIAPO A5 CO3AaHMe CUCTEM BU3yanusaLnm 1 gucnetyepursanmm
060N CNOXHOCTU ANA CETMEHTOB:

* [pombiwneHHocTb: HMI-SCADA
*  JHepretmka: ACY3, ACKY3
3aaHus: BMS/ACAY
*  LOAbl: MOHUTOPUHT MHPPACTPYKTYpPbI

MPOABUHYTBIE MHCTPYMEHTbI paspaboTurka: oTpac/ieBble 61M6NMOTEKM, LABMOHI
NpoeKkTOoB, ApaliBepa 060pyA0BaHMSs, MHTErpaLus C CTOPOHHUMW CUCTEMAMN

@ SystemeSCADA

ACY3 Ha 6a3e peLueHuns
BMP3 ot MexaHOTpOHMKMK
[ANS SHEeproemkumx
npeAnpuaATAL 1
3NeKTPUYecknx ceTem

JoctynHo

NCcTOYHUKN faHHbIX

MoaxkntoyeHHbIe yCTpOVICTBa (aaTumkn, KOHTPOM/1EPDbI, YMHbIE LLAThHI, yCTpOVICTBa MHTEPHETAa BELLI,EI7| nT.A4)

KoH$umaeHumanbHas cobcTBeHHOCTb Cuctam CodT | CTp 4
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MacLtabrpyeMocTb noa nobbie 3a4ayn

[Mbkas cnctema amueHsnpoBaHma. Bepcmsa npoaykrta 1.1.5

@ SystemePlatform

. JInHunsa
----- (&) sepLite Level 3

YcTtaHoBKa (OEM)

PyuHoii Level 1

Level 0

QO S O

be3 aBTOMaTM3aunn

O
L e L
L L ol L =

Heckonbko APM KnueHT / CepBep

OavH APM
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KnueHT / CepBep
C pe3sepBUpOBaHNEM
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Pacn peaeneHHas
cmcrtemMma

MpegnpuaTtue

qi1downaAdugermoep
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s

MHoroypoBHeBasi
cuctema
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YHWKanbHaa UeHHOCTb

KpoccnnatdpopmeHHOCTb PesepBupoBaHue

Moaaepxka kak Linux, Tak n Windows OTKa30yCTONUMBbIE peLLeHs

Poccuiickoe MO Mpadunyeckme 6MbANOTEKUN

MWHNMM3aLMA PUCKOB OT CaHKLINM, Kak rpaduyeckme snemeHTbl, Tak v
BO3MOXHOCTb NMPUMEHEHNSA Ha 06bekTax TUMOBbIe 3KPaHHble GopMbl
KPUTUYECKON NHPPACTPYKTYpPBbI

NHTerpauuns

YHNOMUmMpoBaHHOe AP0
burump AP CTaHAapTHble MPOTOKO/bI Nepesayn

Busyanusaums n gucnetyepusayms AaHHbIX. LLUabnoHbI ycTpONCTB
060 CNOXHOCTW A1t CerMeHTOB npownsBoAcTBa SystemekElectric
NPOMbILUNEHHOCTU, SHEPreTUKN, 34aHNN
n LUOJos
NMopAaep>xXka Ha Bcex 3Tanax
MacwTta6upyemoe MO MocTpoeHne apxmnTekTypbl, NoA60p
INLEH3MI, 0bydeHne, TexHn4Yeckas
OT NPOCTbIX OA4MHOYUHBIX peLLeHni noAAep>KKa, CepBuC

[0 OrpoMHbIX PCY € noATBepPXAEHHbLIMU
nokasaTte/iaMy NPON3BOANTENBHOCTH

KoHduaeHumanbHas cobctBeHHOCTb Cuctam Codt | Ctp 6



OCHOBHble QYHKLMOHAIbHbIE BO3MOXHOCTM

Systeme Platform. ApxutekTtypa cncrem ynpaBaeHunsa n céopa AaHHbIX

CTAHUWWN ONEPATOPA APM PA3PABOTHUMKA
KNEHT

KOH®UTI'YPATOP

MNoasep>xka 06 beKTHO-
OPVEHTNPOBAHHOIO NOAX0AA
KoHburypaumsa Bcex y3/10B MporpaMmbl

Mogay/ib 0TObpaxeHnst OTHETOB
(peaanoro BPEMEHW N NCTOPUNYECKIX)
Mogay/ib 0TobpaXxkeHnsi CobbITU
1 TPeBoOr (peasbHOro BpeMeHu n

NCTOPUNYECKUX)
mbkocTb (mogaep>kka JS, Om)
BekTopHas rpaduika

KoMmnunaaums (othagka nporpaMmmbl)
Pa3BepTbiBaHue (Deploy) Bcex y3noB
MHorono/sib3oBaTeibckas pa3paboTka
HacTpolika cucteMbl KOHTPOASA fOCTyna

SCADA CepBepa CepBepa ncropum
CEPBEP pesepBrpoBaHne pesepBrpoBaHne
C6op paHHbIX (c MK, noacuctem, BA n T.4.) v/-
MpepoctaBneHme nHdopmaumm (MK, | Q
K/NeHTam, Ap. cucTeMam) G «—> CePBeP oT4HeToB

ObpaboTka AaHHbIX (CKpUNTbI, Aor\mar.
V=l —
Mogynb cObbITUIA 1 TPeBOT

Mogynb ornoBeLLeH s

Mogynb cbopa 1 bydpepusaumns aHHbIX |
(Store & Forward) npwv o6pbiBe cBS3U C b/ L

Web-cepsep | | CYBA

XpaHeHve NapameTpoB Tex. NnpoLiecca

C6op 1 XpaHeHne cobbITU 1 TpeBor
MNpesocTaBneHe AaHHbIX KVIeHTaM
(SQL, OPC HDA, OPC AE)

KOHTpOﬂ.ﬂepr N NCTOUYHUKUN OaHHbIX A
@ Systéme
soft
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JlInyeHsnpoBaHme Systeme Platform

SEP.Lite SEP.Standard SEP.Advanced SEP.Professional

CeTeBad KnneHTt-cepBepHas PacnpeaeneHHas

ApXuTeKTypa NNokanbHas

50 000 150 000 2 000 000

Kon-Bo 1aroe 500

Postgre, MSSQL, Postgre, MSSQL,

CYb NokanbHag, 90aH ) : Historian
A A Historian Historian
OTKa30yCTONYMBOCTb HeT ecTb
< IEC-101, 104, + TEM-104 Master, RP 570 + BHeLuHuii OPC DA Client BHeLLHit OPC DA Server IS U T e
,ﬂ,pa 1 Bepbl :\)AI?CDSXSI')?-\QL' Master, IEC 61850 Client Syslog IEC-101,104 Slave

@ Systéme
soft
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OCHOBHbIE BO3MOXHOCTM 1 NPOTOKObI SystemePlatform

OPC UA/DA

RTU/TCP

IEC 60870-5-101/104
IEC 61850

NMQTT
BACnet

PostgreSQL

syslog

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | Crp 11

KnrouyeBble XapaKTepnctmku.

MacwTabrnpyemas apxmtekTypa: OANH y3en, KINeHT-cepBep, MHOrOypOBHEBaS,
pacnpegeneHHas

1o 2 000 000 BHeLLUHKX TEroB Ha OAHY CUCTEMY B JOMEHEe
PesepBrpoBaHme N+1 cTaHAAaPTHLIMU CPeACcTBaMn «3 KOPOBKM»

EAVNHBIN MHCTPYMEHT KOHOUIypUpOBaHWS, pa3BEPTLIBAHMSA U
aZAMNHUCTPUPOBAHMA

CobcTBeHHas 6a3a faHHbIX peanbHOro BpemMeHy Unm npumeHeHne PostgreSQL

OTo6parkeHne nHpopmaumu:

BekTopHasa rpaduka

MonHbIn 1 WEB knneHT

KOHTeKCTHO-3aB1CMMaga aHMaLmS rpadpuyeckmx anemMeHToB
YnpasneHue aBapuinHo-npesynpeanTenbHON cUurHanmlaumnen

[OTOBbIE peLleHUs Anst 0TObpaXeHUs 1 aHanm3a MHGopMaLMn 0 Xoze nNpoLecca

Systéme
soft
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[locTpoeHne MHOroypoBHEBOW CUCTEMB

Auncnetuepckuia
LEeHTp

EAvHOe nMpocTpaHCTBO MeH
ABTOMaTN4eCKMiA BbIGOp cepBepa
(OcHoBHOWM\Pe3epBHbIN)
KoHTpo/ib AOCTyNa K JaHHbIM
SCADA-cepBepoB

CNy>XnT LLIHO30M JAaHHbIX, CHXAasA
Harpy3ky Ha SCADA-cepsepa

CepBepa ucropumu

BA

oBHA No2

ACAY Nel

CraHumun
onepaTtopa

APM
pa3paboTumnmKa

rExammmmRnw

pBepa ncropum '

E PE3epBMPOBag

YposHa Nel

ADA CepBepa

PEBEPBMPOBaE

B H o H
Whhh

\

e

CexBep
LO0CTYR@

KoHTpoab goctyna

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | CTp 12
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ACOY N22  \ "\

NELRYTY
ONeRaTopPA

APM
pa3paboTyumKa

.........

l Cepsepa ucrop '

Pe3sepBunpoBaHue

l SCADA Cepsepa '

Pe3emeposa!

1}
YposHa Nel

H
MK @ Systéme
sof

— \V




cnbiTaHna npomnssogutenbHocTn SystemePlatform

OI'IpOC BHELWHWNX CMTHAN0B MO
KOMMYHWKaUMNOHHBIM MPOTOKO/1aM

PesynbTaT

Bonee 1,3 MnH TOUeK/c

3anuncb 3HaYeHWI B UCTOpUYeckyto 6asy
AAHHbIX

800 000 Touek/c

YTeHre 3HaUeHN’ 13 6asbl JaHHbIX

1,6 MNIH. TOYeK/c

CKOpOCTb NPU OAHOBPEMEHHOM 3anmncu v
YTEHNW 3HaYeHNI B UCTOPUYECKyto 6asy
AAHHbIX

3anunck: 0,7 MJIH To4Yek/c
YteHune: 1,4 MNH TOYek/c

OI'IpOC BHELWHWMX CUTHAN0B MO
KOMMYHWKaUMNOHHBIM MPOTOKO/1aM

PesynbTaT

Bonee 330 ThIC. TOUEK/C

3anncb 3Ha4YeHN B UCTOpUYeckyto 6asy 260 000 Touek/c
AAHHbIX
YTeHne 3HaYeHnI 13 6a3bl JaHHbIX 300 000 Touek/c

CKOpPOCTb NPY OAHOBPEMEHHOM 3anncun U1
YTEeHUW 3HAYEeHWI B UCTOPUYECKYHO ba3y
AAHHbIX

3anunck: 200 TeIC. TOYUekK/c
UteHune: 260 TbIC.
ToYek/c

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | Ctp 14
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[TonnroH Y CNCTEMHOTO MHTErpaTopa

[onunroH B odpurice «CUCTIM DNEKTPUK»
r. MockBa
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CTpyKTypa murpaumm c AVEVA System Platform

JTrobble Bepcum ot 2012 go 2020R2

= Mwurpauma mHemocxeMm APM aucneTtyepa

Bbino: Schneider Electric / AVEVA Crano: MK Systeme Electric
= Mwurpaumsa npukaagHbIX NporpaMmm

g g 5 5 pe3epBNPOBaHHLIX CepBepPOB cbopa U

% EIN VAANEHHbIE KAMEHTH 06paboTKN AaHHbIX: TOUEK BBOAA/BbIBOA],
YHVKaNbHbIX LLUAa6IOHOB, TMNOB 06BHLEKTOB,

. . . | 3K3eMMIAPOB 06bEKTOB, HACTPOEHHbIX
: - TpeBor
? o

DevStudio  Cepsep oT4éTOB Historian Web-cepsep : L] MI/IrpaLU/IFl npuknagHblX NporpaMmm

~ cepBepoB VCTOPUYECKMX AaHHBIX:
adpXmBMpyeMbIX MapaMeTpos,
nepejaBaeMblX NMapaMeTpPOB B
kKopnopaTtusHyo MES cmncremy Pl System

Intouch YaanéHHble KANeHTbl

Ob6uian
MHOPACTPYKTYpa

DevStudio CepBep OTYETOB Historian Web-cepsep

YposeHb
cepsepos c6opa [gl :
NPUNOXKEHUI ‘”i\,[ >

Application Server SePlatform Server

= OpraHusauus nHterpauum ¢ Pl System u

i nepesayv JaHHbIX B kopnopatnsHyro MES
MocTasLmKK ‘ ; camcTemy (Pl SyStem) Mo NPOTOKO/1IaM OPC
NaHHbIX | : l DA/HDA
n MK ‘ |
‘Ycrapeswwe’ PLC -_YETpoﬁ CT.Ba { i A
SCADA e——. |
ffffffffffffffffffffffffff ® Systeme

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | CTp 16
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Bbiroabl ot Systeme Platform

KoHHekTOp Murpaumm c AVEVA SP Ha Systeme Platform

Bbino CSV

TERATE S wea et

Tugane . e e e
Tt Srwa Apptrgre sy
L Facm i Norgre_ywa -
ATV WS - Eadend AT AN_TD PG
Sagremc L Dot Segrowe
- - et ApptegTe_Trad waeh o
o - el s
» tacevae e Apptrgredyres »m
g " e At sgoen e
oo in el Aptagre_dyres Sevme
el £ o Atrgre_tyves e
Vestagnas Lo R hand ASPgTe_iyoes e b
Wedusue n o Amtgre e Wby
TR T osomme et
Tagane av e e Comnsmmae Wanene
a—_ AT e R
sn=_rotagy Ave TvowIN e Drme
ma AT n e D
LNy v e aEenge (W
PrIean A _Svowencenpee Sefnk
TR
Tagrame v forrer R sanane
oot sci ARt e
TTMRATR A
Thpne aw Wornene aene P
AT e o
TRRATT A
Tagrene o Iern Sy Tewre arnene
i R el
ANgMog w3y Ave TN e Dot
ey A T et Defat
TEVRATTATAAIAA ARS8 M08
Tagrame v P Conmneime b anene
ariascouee 0L AT ange tent et
e aad Ave Surwarconpen Selnt Mg 3 g An3 vt
P il AT e S R aand e
TR ST e
Tagme v crtrng e comaramare e
e A Tvomarcaenge Sent
e Ave_ TR e Due
-~ TR TR
. e e el
~ Pum e S
-~ AN IOe SR
- Ave T et
» ARG DR
. A Tormartange: Svinet
. D et
. | amount | aRSMod | o5 | putMed | « ®
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Ctano npunoxeHwue SePlatform:

- [lpwnoxeHwve co3gaHo no vepapxun 1k 1
- Co3AaaHbl 3K3eMNAsipbl 06BEKTOB

- Co3gaHbl WabnoHbl (CM CNeBa B Jepese)

Qeda Tpesxa Bux Mpoeor Nowouse

@ "2 C PREEE DG vavn ~um i@ P46 (BBBEO =TSN

17] Ofiospesarens passerd v 3 X | e TxiWaslomper X -
Plle X Area TruckWashComplex flormeecond cbvea %
B aasever " e - =
@0 = :%T.i::.*'.kéi == ;—-%Léi—t?é
£2) HeaServer R (CE Y o — [y
B mrozepMosie l IL
@5 e ==
@ rcpsenver B 38 3
& UasSener = = =
¥ & 2ACPolus =~ 4p3- 4{31' 3
2R o Fa o i =
3 Server {':— 1t 1= :E;_— 3
“DSysem ) ) = =EErEErsE=
+ Opu E I e i
b {} Andiogieputiios T e [T [ e =
{} AnwogOupet B EEIEE
{} ColcmdAratogvasiable PSS Iy PR FEY FESSSY FETIY rEgm pEpmy
{} CalcwarecDacrerevanatle ke :['::‘ it 4B ]cr :E:r H= 'Ei 3
> {} Dacresermpuriios ':':__.": T__._J R '.'..___-: ) T -
{} DeccreseQuepaiion -~ ,‘[‘:r }L; 3 R
{} 10 Dagncsne e
{} MotoeMea Ei;«j&:; 3
4 {} MotorModProtousDP ==y (I F
> | 9 MotorModProfibusDP 135/ k: = }:z - |
» 9 MotorModProfibusDP_PLC ——
{} #10_Centos | 53
{} vaheMtoa | ETEOE
{} Washing program | Drscpowms | ToSama
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[Moaaepyka Ha BCex 3Tanax S—e—

| eTog CTogESgegss 8 ¢

— [TomMoLLb B NPOeKTUPOBaHUN:
= CoBMecTHas npopaboTka T3
o CTpykTypHaa cxema MNTK
BrogxeTrpoBaHue
Pasaen Vb

[ 4 I ObyueHue:
= BecnnaTHbIN BBOAHbIV BebMHAp 3 yaca + TecT + ceptudumkaT
= [lnaTHOe obydeHVe 5 gHel Ha BUPTYanbHbIX MaLLUMHAX + 3k3aMeH + cepTndunkar

(2 ropa) + TenerpaMm KaHan ) o ||=IE

YOUTUhe Telegram

BHeapeH e:

= OHnaunH obLLeHVe C UHTerpaTopom

PaclwimpeHHasa Tex NoALep>Ka € Bble340M Ha 06 beKT
ANcTaHUMOHHOEe NoAKoUeHre K MPOoeKTy

[lpsamMoe yyacTmne B TeHAepe

Systéme
soft
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ObyuJatoLme Kypchbl

BBOAHbIV 0630pHbIV BebrnHap SEP-01

=  JlocTyneH Ha nopTane Learning 4U:

https://learning.systeme.ru/learn/course/internal/view/classroom/1580/se

p-01-vvodnyj-obzornyj-vebinar-po-systeme-platform

= 5Tem

*  [IpoAoKMTeNbHOCTb BCero kypca 3 yaca

Ceptudukar nocne cgaum tecra

" CamocTodaTenbHas 3anumchb

B cnyyae npobnem € 3anncbio Ha obyyveHne obpallanTecs K
KoopAuHaTopy YuebHoro LleHTpa Mapun KogmnHuesow
maria.kodintseva@non.se.com

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | Ctp 19
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https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearning.systeme.ru%2Flearn%2Fcourse%2Finternal%2Fview%2Fclassroom%2F1580%2Fsep-01-vvodnyj-obzornyj-vebinar-po-systeme-platform&data=05%7C01%7Cyaroslava.chekavinskaya%40non.se.com%7C33d82e96da7e44e9c51f08dac70475f6%7C6e51e1adc54b4b39b5980ffe9ae68fef%7C0%7C0%7C638041119208154695%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2Fzxxc%2BALI7c99ekskO53H8gTl6mdWy3PKmtRW0TCUjw%3D&reserved=0
mailto:maria.kodintseva@non.se.com

O6yL‘|a|'OLL||V|e Kprbl @ SystemePlatform

Tapu® KypCcoB C LeHamu

dopmaT

YyacTtue

MpoAo/HKNTENbHOCTb

TpeHepa

CTonmMocCTb

MpoBepka

ONEeKTPOHHbIV

3HaHW ceptnpumkaTr

SEP-01

SEP-01-el

¢ 01.02.2023

SEP-11-el

SEP-11-
EXTERN
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BBOAHbIN 0630PHBIN
BebMHap no Systeme
Platform

Pa3paboTka npoekTa n
obCnyxmBaHme cncTem
aBTOMaTM3aLMM Ha ba3e
Systeme Platform

BebuHap c TpeHepom

SNeKTPOHHbIEe YPOKM
CaMOCTOSATENBHO

SNEeKTPOHHbIE YPOKN

CaMOCTOATENbHO MpKn

noAAep>ke TpeHepa B
Tenerpam uate 24/7

TonbKo 3Kk3ameH 6e3
MPaKTUKn

Aa
3 yaca
Het
40 yacos, 1 pabouuin
MecsL, (13 pacyérta 2
yaca B AeHb). 4
CTbIKOBOYHbIE
BCTpeuwn no 1 yacy
Ja

8 yacos

Internal

BecnnaTtHO

40.000 py6. BE3
HAC

3a 1 cneumanucrta

TectnpoBaHve
[Ja, cpok
AeNcTBuA 2 roaa
MpakTnyeckni
3K3aMeH 1
TecTpoBaHme

@ Systéme
soft



CornaweHne 06 ypoBHe 06Cy>XMBaHUS

Cepesprbi

CtonmocTb (% OT CTOMMOCTU NNLIEH3UI, HA

6ecnnaTHO 10 % 15 % 25 %
KOTopble 0popmMAseTcs TexnoaaepxKa)
Bpemsi paboTbl TeXHUYECKOW NoALEePXKN 8 wacoB 5 fHei B Hefento
Bpemsa peakuuu 5 aHen 3 AHA cnep,yrouzlgnbpa%qmm 8 yacoB
CKnaka Ha obyyeHune - - 10 % 20 %
Aoctyn B Telegram kaHan TeXHUYeCKO ) _ / /
NOALEPXKKN

AocTyn K 6a3e 3HaHWI - - J J
KoppekTrpoBoUYHbIe BEPCUU, NaKeTbI _ J / /
ncnpasneHni, natum Mo

BecnnatHoe o6HoBNeHMe Bepcun MO (+ /

obyyeHue No pasinynamM Bepcnii)

becnnatHada 3amMeHa arnapaTtHbIX KArouen /
npwv noBpexaeHnn

KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpTt | Ctp 22
Internal



KnbepbeszonacHoctb Systeme Platform

PoneBasa mozenb A0oCTyna CobbITVS MHPOPMALMOHHOW

6e30MnacHoOCTW
»  NpeHTudurkauma n
ayTeHTUGMKALNS A = [lonyueHue v xpaHeHue
nosb3oBatenent v cnyx6 co6bITU MO NpoTokonam Syslog
=  WHTerpauusa c AD/LDAP LOG 1 SNMP

*  Perucrtpaums cobbITuin
KOMMOHEHTOB CUCTeMb!

BEe3onacHsble KOHTPO/b LIe/IOCTHOCTU

KOMMYHWKaUunin
=  KoHTponb uenoctHoctn N0 n

=  B3aMMOAeNCTBUSA CUCTEMHbIX KOMMOHEHTOB CUCTEMBI
CNyx6 No paspeLleHHbIM =  KOHTPOJIb LeNoCTHOCTH
npasuiam; @ NPOeKTOB

*  cnonb3oBaHMe 6e30MnacHbIX
NPOTOKONOB O6MeHa AaHHbIMU
(OPC UA n apyrune)

= [lponpueTapHbIA MPOTOKO/
B3aMMO/elCTBNA KOMMNOHEHTOB
CUCTEeMbI Mexay cob0oin
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2. Haunbonee 6an3kmn GyHKLMOHaAN K NPOAyKTaM, KOTopble bonee
HeJOCTYMHbl Ha JIOKaJIbHOM PbIHKe
3. WVHTYUTMBHO NOHATHBIN MHTepdENC, MPOCTOTa pa3BepPTbIBaHMA
4. 3akpbliBaeT NOTPeOHOCTM KOPMOpPaTUBHbIX 3aga4
5. Xopouwasa gokymeHTauusa(aHra) + MHOro nHpopmaumm Ha

PyCCKOM (Hanpumep, TyT)

Internal

Q Drag and drop fields into the analysis

area and watch the data change.

Bo3moxHoOCTN:

1. BbICTpas nHTerpaumsa Bcex OCHOBHbIX b/]

2. OtobpaxkeHune real-time gaHHbIX

3. bosblwoe koanyecTso WabaoHOB 1 CTUAEN AnarpamMm
N AawbopaoB «n3 KOPOOKM»

1. BO3MOXHOCTb paccbiiku gawbopaos
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https://www.youtube.com/watch?v=_8HHDEklyB4&t=1078s




PazpaboTka bubamorek
Pasaen BMS
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[1peUM3NOHHBLIN KOHANLMNOHEP

Te
Buan Tpesora KoHanumoHep NO1
Text Text Text
Value EU Value EU Value EU
HMcnaputens
[E2]
| OP |
<
>
3rB ©
Komnpeccop
=E
Yunnep
HoHgeHcaTop
Kong Nol
TefHapyeHa nporeuka . Teatop dpunbrpa . TEdtinenaTvoa B NOMELLEHMM HUSHAA

. Temnepatypa, "C
TeEticnpaeHOCTL NOTOKA BOAbI . TeMtroe nasnenme Bosavxa

TerticnpaBHOCTL NOTOKA BO3AYXa . Textinenatvoa B NOMELLEHWM BbICOKAA
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PazpaboTka

Pasaen BMS
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PazpaboTka bubamorek

Pasgen BMS - npunmep skpaHHOW GOpMblI

Systéme v
= [lporpaMmMHo-annapaTHbIN
Pasgens Cucrema MBC ofuca N Cvaema IBC 6aHka, marasuHa, oduca A v rapaxa Ynpasnenme S t H D / S t
Town gy Laae oaae cyas Tomopwonm L mgnoms Toncnesn: viansia
s S KOMTJIEKC C Systeme ysteme
o0 nyex FBCaguee
OcCHoBHas < I i = () 3anyex rBC sarka, warasu P LC

HacTtpoliikun

= [OTOBble rpapuryeckne
6nbanoTekn Ana 34aHNIN

TpeHabl =

ABapun

Cuctema otonnenna oduca b

-__M;“ (aem) C o) % i e = ABTOMAaTM3a LA p aboThl
B " - Pa3ANYHBLIMU VHXEHEPHbIMU

>, e .l B : Mognurka
[ 5,7 6ap @HJ

rj@g cuctemamu: MB, LUTH/UT, XL/XM

L
e - o A W rapax o UEBE:I(MHEHHM macrema (]I(]I'IﬂEP{lfl)-?l ) - CMCIEM& (]T:]I'IHE‘HMFI -ﬁﬂHKﬂ, Mﬂ[a}MHx’:::-V:I:ilﬂl:ii ] Pa 3” I/I L‘I H bl e B IVI S n p OTO KOJ'I bl An ﬂ
,‘ - h ;, COMPSIXXEHUS C PA3NNUYHBIMU

YCTPOMNCTBaAMM 1 CUCTEMAMW:
BACnet, Modbus

e sdgaro ey
[ 5,7 6ap

7 ﬂl]{,@
C o] @I

A

&

@ Systéme
soft
KoHduraeHumanbHas cobcTBeHHOCTb Crctam CodpT | Ctp 32
Internal



Pewenna ana O/

MalUuVHHbIV 3a

© Systéme
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[OoTOBOE peLleHme A58 6bICTPOV
opraHusaunm MOHUTOPUHIa
NHXEHEePHOM NMHPPACTPYKTYpPbI

Habop wabnoHOB ANns opraHu3auum
KOHTPOASA U BU3Yyanu3aLmm OCHOBHbIX
TVNOB 060pyAOBaHNS

TrvnoBble Aawbopabl U OTUYETHI ANA
3¢ deKTMBHOM BM3yanm3aunm gaHHbIX

MoaxoAnT AN pacnpesenéHHbIX
CUCTeM, Y3N10B U 6oNbLUMX JaTa-
LleHTPOB

Paclunpsiemoe pelleHne — no3BossieT
obecneynTb KOMIMJIEKCHYH
aBTOMaTm3auumro scero LUIOa
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PazpaboTtka bubamotek

Pasgen LOAbI - npriMmep 3KpaHHOW GOpMbl Ha CBET/IOM ¢pOoHe
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PazpaboTka 6bmubanorek

AHanuTmka 1 GopMbl OTHETOB
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[MpMeHeHMe rpaXgaHCKUX U MPOMbILLIEHHbIX
obbekTax

MacLiTabrpyemoe peLleHne

TnoBble 3/1IeEMEHTbI U LLIAGOHbI

PaboTa c cneynanmsnpoBaHHbIMU MPOTOKOAAMMU
cBa3u: IEC 60870-5-101/104 IEC 61850, Modbus
RTU/TCP

MocTpoeHue rpapumkoB, OTHETOB 1 AabopA0B
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[1poeKkTbl AN

Aemo YmMHoro lopogaa

@ SystemePlatform

TpaHcropt  OcselleHune

YpoBeHb 3ara3oBaHHOCTYN
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ACAY kommepueckoro LUO/a

AncneTyapursauma nHxeHepHolx cnctem LLOJa. MNMpoekT Ha 25 000 TElMo.. 1400 ycTponicts. Q2 2023-1 rog.
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ABTOMaTK3aLMA MOEUYHON CTaHLUMM BONbLIErPY30B
CBAa3b ¢ Siemens S7-300 no S7protocol. 5000\17000 BHeLl.\BHYT. nepemMeHHbIX. 2023- rog Q2.
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